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Abstract 
 

With the rapid development of information and communications technology, the construction 
of efficient, reliable, and safe Internet of Things (IoT) is an inevitable trend in order to meet 
high-quality demands for the forthcoming 6G communications. In this paper, we study a 
secure intelligent reflecting surface (IRS)-assisted IoT system where malicious eavesdropper 
trying to sniff out the desired information from the transmission links between the IRS and 
legitimate IoT devices. We discuss the system overall performance and propose a hybrid 
resource allocation scheme for maximizing the secrecy capacity and secrecy energy efficiency. 
In order to achieve the trade-off between transmission reliability, communication security, and 
energy efficiency, we develop a quantum-inspired marine predator algorithm (QMPA) for 
realizing rational configuration of system resources and prevent from eavesdropping. 
Simulation results demonstrate the superiority of the QMPA over other strategies. It is also 
indicated that proper IRS deployment and power allocation are beneficial for the enhancement 
of system overall capacity. 
 
 
Keywords: Internet of Things, secure communications, intelligent reflecting surface, 
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1. Introduction 

Internet of Things (IoT) is a promising technology that can provide more information 
exchange opportunities for ubiquitous devices to realize intelligent identification, location, 
tracking, and supervision [1, 2]. However, with the influx of large number of smart devices in 
the age of information, the ever-increasing demand of data computing and remote information 
processing has resulted in the serious problems such as high operation cost, heavy burden, and 
uneven coverage of the existing IoT systems [3-5]. Especially for cell-edge devices, the 
quality of service is even worse [6]. As such, carrying out innovative researches on finding 
low hardware cost and efficient solutions is essential to promote the sustainable development 
of IoT.  

Intelligent reflecting surface (IRS) is an emerging solution that can overcome the above 
limitations, which has attracted considerable attention from both the industry and academia 
[7-10]. IRS is a planar array composed of a large number of passive reflecting elements 
connected to a central controller through a specific control link [11]. The central controller can 
decide and adjust the phase shift of each elements of the IRS, and these decision results 
constitute the phase shift matrix [12]. On this basis, the propagation channel can be 
manipulated into a favorable shape, thus altering the reflected transmission gain and 
improving the experience of desired terminals [13]. As a means of cooperative communication, 
IRS can reflect the received signals as a passive array without additional energy supplement, 
which is regarded as an eco-friendly way to improve the data transmission capacity and energy 
efficiency.  

The initial studies on IRS mainly focus on its implementation and performance analysis. 
The impact of centralized and distributed deployment of IRS on the system performance is 
first discussed in [14], and the capacity per reflecting element is expected to converage to a 
constant with an infinitely large IRS. In [15], the achievable rate of downlink IRS system is 
analyzed under the condition of limited IRS control links and the average symbol error rate is 
derived. Later, some effort has made on the IRS application of different communication 
scenarios. The ergodic capacity and approximate outage probability of the IRS-aided 
single-input single-output (SISO) system is analyzed in [16], and the performance of the 
general condition of multi-antenna transmitter and receiver is studied in [12]. As indicated in 
recent studies on IRS-aided systems, a proper phase shift matrix design is beneficial for 
improving the overall performance [17]. Discrete phase shift set is usually adopted by the IRS 
due to the hardware limitation. In [18] and [19], a quantization approach is presented for 
extracting discrete phase-shifts out of the optimized solution of the continuous ones. In order 
to alleviate the adverse impact of quantization error and reduce the implementation 
complexity, an alternate optimization mechanism for beamforming vector and phase-shift 
optimization is proposed in [20] to enhance the IRS gain and thus improve the system 
capacity. 

Although existing researches have made certain improvements on the reliability of 
IRS-aided systems, there are still some limitations. Since the development of the emerging 
IRS technology is in its infancy, many aspects such as the corresponding communication 
network design, and system resources management need to be further explored. As for the 
resource management schemes mentioned in [9, 11, 12, 15-20], these methods, however, are 
only suitable for convex optimization problems, while the resource management of IRS is 
actually a typical non-convex optimization problem, which is NP-hard. When there exist large 
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number of reflecting elements, these methods are difficult to find the best resource allocation 
solution. Moreover, most of them are only for a specific resource allocation, without 
comprehensively considering the joint impact of multiple resources on the system 
performance, which is prone to waste of resources. In addition, the network structure involved 
in the above studies most consider generalized communication scenarios, and it is hard to 
overcome the challenge of long-distance transmission, and wiretap attacks in practical systems. 
Due to the openness and sharing properties of wireless channels, wireless communication 
technology enables more and more devices connect to the Internet easily, but also provides 
convenience for malicious eavesdroppers [21-23]. Like reliability, security is also a critical 
concern for evaluating the quality of service (QoS) in future 6G communications [24]. 
Nowadays, though some effort has made on the IRS application of different communication 
scenarios, there is little research on the security issue of IRS networks, especiall for the energy 
efficiency and communication security performance. 

In order to address the above limitations, we develop a secure IRS-assisted IoT network 
with the presence of passive eavesdropper and investigate secure and efficient transmisison 
issues to achieve a better overall performance of the IoT system. Since the information 
received at the IoT receiver are superposed from both the direct link (IoT transmitter) and 
reflected link (IRS) and the passive eavesdropper tries to extract the desired information from 
the IoT transmission process, we propose a hybrid resource allocation scheme including 
phase-shift matrix and transmit power management to optimize the transmission quality and 
security performance. A quantum-inspired marine predator algorithm (QMPA) is designed to 
adaptly adjust the management of system resources. Regarding on the problem of low energy 
efficiency for long-distance transmission in most current studies, our proposed QMPA-based 
solution can overcome this difficulty and save the hardware resources, which is capable to 
improve the QoS of IoT communication systems. The main contributions of our work are 
summarized as follows: 

 A secure intelligent reflecting surface-assisted IoT framework is proposed under a 
practical situation that malicious eavesdropper may monitor the information 
transmission between IoT devices. The hybrid resource allocation scheme is 
developed to promote reliable, safe, and efficient transmission of IoT systems.  

 Two important concerns of transmission efficiency and security are investigated in the 
secure IRS-assisted IoT network. Exact expressions of secrecy capacity and secrecy 
energy efficiency are formulated to evaluate the reliability and security performance 
of the secure IRS-assisted IoT system. 

 A quantum-inspired marine predator algorithm is developed to achieve the rational 
hybrid resource allocation of the secure IRS-assisted IoT network. Theoretical 
analysis is conducted and simulation results highlight the efficiency and strong 
stability of QMPA over other benchmark strategies in different conditions. 

The remaining sections of our work are systemized as follows. Section 2 presents the 
system model and shows the analysis of secrecy capacity and secrecy energy efficiency. 
Section 3 introduces the principle of the proposed QMPA and its implementation process for 
hybrid resource allocation in the secure IRS-assisted IoT network. Section 4 and Section 5 
show the simulation results and conclude this paper, respectively. 
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2. System Model and Analysis 

2.1 System Model 
We investigate a secure IRS-assisted IoT communication system where an IRS is 

employed to assist in the communication between the IoT transmitter and receiver, while 
reducing the information leakage by the passive eavesdropper as shown in Fig. 1. Considering 
most of the actual communication scenarios, the IoT transmitter, IoT receiver, and the 
eavesdropper are single-antenna devices. The IRS is composed of K  passive reflecting 
elements and each element is capable to rescatter the received signal through an individual 
phase shift, which is adjusted by the central controller [12]. To be specific, the central 
controller is capable to modify the phase shifts of all reflecting elements in real-time, thus 
changing the wireless channel between the legitimate devices to be more favorable for their 
communications. With the help of IRS, the superposition of reflected signals and other path 
signals can boost the transmission gain at the IoT receiver and suppress the power received at 
unintended devices (i.e., the passive eavesdropper), which is beneficial for suppressing the 
cross-interference and improving the transmission quality and security. 

...

IRS

IoT transmitter

IoT receiver

Eavesdropper

λ g

eveg

ϕ

eveϕ

Central controller

 
Fig. 1. A secure IRS-assisted IoT communication system 

 
Regarding on the propagation, we adopt quasi-static flat-fading channels as in [25]. To 

characterize the theoretical performance of the secure IRS-assisted IoT, we assume that the 
channel state information (CSI) is available for all devices and the CSI remains approximately 
constant in one time slot [11, 12, 25]. 1K×∈λ   and 1 K×∈g   are CSI vectors from the IoT 
transmitter to the IRS and from the IRS to the IoT receiver, respectively. ϕ  is the CSI from the 
IoT transmitter to its receiver. 1

eve
K×∈g   is the CSI vector from the IRS to the eavesdropper 

and eveϕ  is the CSI from the IoT transmitter to the eavesdropper. Since IRS is usually located 
in a position with line-of-sight (LoS) to all devices, λ , g , and eveg  are adopted by Rician 
fading model. For non-line-of-sight (NLoS) paths from the IoT transmitter to the IoT receiver 
and eavesdropper, ϕ  and eveϕ  are modeled by Rayleigh fading. For LoS link, the CSI from the 
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IoT transmitter to the IRS can be expressed as TI
TI

TI TI

1 ˆ
1 1

L
L L

β
 

= +  + + 
λ λ λ , where TIβ  

denotes the distance-dependent path loss from the IoT transmitter to the IRS, TI [0, )L ∈ ∞  is 
the Rician factor, λ  and λ̂  indicate the LoS component and the NLoS component. 
Accordingly, g  and eveg  can be modeled in a similar way with Rician factors IRL  and IEL , 
respectively. For NLoS link, the CSI from the IoT transmitter to the IoT receiver is TR ˆϕ β ϕ= , 
where TRβ  denotes the distance-dependent path loss between the two devices, and 
ˆ ~ (0,1)CNϕ . eveϕ  is also modeled in a similar way as ϕ . 

Let x  denote the transmitted signal of the IoT transmitter. We consider a normalized 
energy constraint as 2E{|| || 1}x = . For downlink transmission, the signal received at the IRS is 
given by 

IRS P x= ⋅ ⋅ +y λ n                                                          (1) 
where P  is the power of the IoT transmitter, n  is the complex white Gaussian noise vector at 
the IRS.  

We define a K K× -dimensional matrix 1 2diag{ , ,..., }Kη δ δ δ=δ  to determine the 
reflection matrix of the IRS, where η  is the reflection efficiency, kj

k e αδ ⋅= , and [0,2π)kα ∈  
denotes the phase shift of the -thk  reflecting element, 1,2,...,k K= . The phase shift matrix of 
all reflecting elements at the IRS is 1 2[ , ,..., ]Kα α α=α . After phase shift adjustment and the 
reflection of IRS, the signal received by the IoT receiver can be expressed as  

rec ( ) ( )y P x wϕ= ⋅ ⋅ ⋅ + ⋅ + ⋅ ⋅ +g δ λ g δ n                                        (2) 
where w  is the white Gaussian noise at the receiver.  

We consider a worst case that the eavesdropper can overhear the signals from both the 
IoT transmitter and the IRS, that is to say, what the eavesdropper received is a mixed signal. 
Similarly, the signal received at the eavesdropper is given by 

eve eve eve eve eve( ) ( )y P x wϕ′ = ⋅ ⋅ ⋅ + ⋅ + ⋅ ⋅ +g δ λ g δ n                                  (3) 
For the convenience of calculation, we assume the power of white Gaussian noise at the 

IoT receiver and the eavesdropper is 0N , and the power of the complex white Gaussian noise 
vector at the IRS is N . Hence, the signal-to-interference-plus-noise ratio (SINR) at the IoT 
receiver and the eavesdropper can be calculated by 

2H H H

H H
0

( )
( )

P
N N

ϕ
γ

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ +
=

⋅ ⋅ ⋅ ⋅ +

λ δ g g δ λ
δ g g δ

                                          (4) 

and 
2H H H

eve eve eve
eve H H

eve eve 0

( )
( )

P
N N

ϕ
γ

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ +
=

⋅ ⋅ ⋅ ⋅ +

λ δ g g δ λ
δ g g δ

                                    (5) 

where H(.)  indicates the conjugate transpose operation.  

2.2 Security Analysis 
We investigate two issues of the secure IRS-assisted IoT network, i.e, secrecy capacity 

and secrecy energy efficiency. The secrecy capacity indicates the difference between the 
transmission rate at the desired terminal (IoT receiver) and the information leakage rate by the 
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malicious node (passive eavesdropper), which is calculated by 
S

eve( )R R R += −                                                          (6) 
where ( )a +  represents max{ ,0}a , R  and eveR  denote the transmission rate of the IoT receiver 
and information leakage rate by the eavesdropper, respectively. According to Shannon's 
theorem, we have 

2log 1R γ= +                                                            (7) 
and  

eve 2 evelog 1R γ= +                                                        (8) 
The secrecy energy efficiency is defined as the ratio of the secrecy capacity to the total 

power consumption [26-28], which is expressed as 

( )S
2 2 eveS log 1 log 1R

P P P
γ γ

ρ
+

∑

+ − +
= =

+
                                      (9) 

where P  is the total operating power consumed by the IRS and the central controller.  

2.3 Problem Formulation 
In this paper, we aim to optimize the transmission quality and security performance of the 

secure IRS-assisted IoT system by jointly adjust the transmit power and phase-shift matrix 
through a hybrid resource allocation scheme. For the hybrid resource allocation of secrecy 
capacity maximization, the problem is formulated as 

S
eve

max

(P1) :   max ( , ) max( )
            s.t.     (0,  ]
                     [0,2π),      1,2,...,k

R P R R
P P

k Kα

+= −
∈
∈ =

α
                                    (10) 

where maxP  is the maximum transmit power allowed by the IoT transmitter. 
The problem of hybrid resource allocation for maximizing the secrecy energy efficiency 

of the secure IRS-assisted IoT system is given in the following formula: 

( )2 2 eveS

max

log 1 log 1
(P2) :   max ( , ) max

            s.t.     (0,  ]
                     [0,2π),      1,2,...,k

P
P P

P P
k K

γ γ
ρ

α

+
+ − +

=
+

∈
∈ =

α

                   (11) 

Note that (P1) and (P2) are non-convex multi-constraint optimization problems. The 
interaction between multiple resources coupled with information leakage by the eavesdropper, 
which makes the problems more difficult to solve. Therefore, both (P1) and (P2) are NP-hard 
problems and difficult for traditional algorithms to find appropriate solutions. The secrecy 
capacity and secrecy energy efficiency, however, are non-linear correlative. Therefore, it is 
essential to develop an effective solution for these difficulties. 

3. Hybrid Resource Allocation Scheme Based on Quantum-inspired 
Marine Predator Algorithm 

This section discusses the principle of QMPA as a simple and efficient swarm 
intelligence optimization solution and the process of solving the hybrid resource allocation 
problem. 



3262                                                                                                                Su et al.: Hybrid resource allocation scheme in secure  
intelligent reflecting surface-assisted IoT 

3.1 Quantum-inspired Marine Predator Algorithm  
QMPA is a population-based method. In QMPA, the population of quantum marine 

predators is denoted by ( )tU  in the -tht  iteration, which is constituted by M  quantum 
marine predators and all quantum marine predators searching in a D -dimensional speace to 
look for their prey ( D  represents the dimension of the optimization problem, i.e., transmit 
power of the IoT transmitter and phase-shift matrix of the IRS). The quantum position of each 
quantum marine predator is composed of D  quantum bits. In the -tht  iteration, the quantum 
position of the -thi  quantum marine predator is expressed by 

,1 ,2 ,[ , ,..., ]t t t t
i i i i Dq q q=q                                                     (12) 

where ,0 1t
i dq≤ ≤ , 1,2,...,i M= , 1,2,...,d D= . Then, the position of the -thi  quantum marine 

predator can be obtained through the mapping rule, which is given by 
min max min

, , ( )t t
i d d i d d dQ Q q Q Q= + ⋅ −                                            (13) 

where ,
t
i dQ  denotes the -thd  position of the -thi  quantum marine predator, min

dQ  and max
dQ  

represent the lower bound and upper bound of the -thd  dimensional searching space, 
respectively. The position of the -thi  quantum marine predator is expressed by 

,1 ,2 ,[ , ,..., ]t t t t
i i i i DQ Q Q=Q , which corresponds to a hybrid resource allocation scheme of the 

secure IRS-assisted IoT system. 
By substituting the position into the fitness function, we can calculate the fitness value of 

the -thi  quantum marine predators by ( )t
if Q . For the maximum optimization problem, a 

higher fitness value means a better performance. The quantum position of the -thi  quantum 
marine predator with the highest fitness value until the -tht  iteration is recorded as its 
historical optimal quantum position ,1 ,2 ,[ , ,..., ]t t t t

i i i i Du u u=u ; the quantum marine predator with 
the highest fitness value is defined as the elite predator of ( )tU , and its quantum position is 
recorded as global optimal quantum position best best ,1 best ,2 best ,[ , ,..., ]t t t t

Du u u=u .  
The evolution process of quantum marine predators is the renewal process of quantum 

position. The quantum position of each quantum marine predator is updated through different 
quantum rotation angles in the stages of exploration, parallel predation and exploration, and 
predation. These stages are defined according to the rules governed by the movement of 
marine predators and prey. For simplicity, set maxt  as the terminal number of iterations, 1τ  and 

2τ  are thresholds for dividing different evolution stages, 1 2τ τ< .  
For the -tht  iteration, if 1 maxt tτ≤ ⋅ , the quantum marine predator population conducts 

exploration to search for prey. The quantum rotation angle and quantum position of each 
quantum marine predator are generalized as 

1 1
, 1 , best , ,( )t t t t

i d i d d i dc u qθ ω+ += ⋅ ⋅ −                                               (14) 
1 1 2 1

, , , , ,abs( cos 1 ( ) sin )t t t t t
i d i d i d i d i dq q qθ θ+ + += ⋅ + − ⋅                                 (15) 

where 1
,
t
i dθ +  is the -thd  quantum rotation angle of the -thi  quantum marine predator, 

1,2,...,d D= ; 1c  is the impact factor that indicates the influence of elite predator on the 
quantum rotation angle during the exploration stage; 1

,
t
i dω +  is a random number that obeys 

standard normal distribution; and abs(.)  represents the absolute value function. 
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If 1 max 2 maxt t tτ τ⋅ < ≤ ⋅ , both predation and exploration occur in the quantum marine 
predator population, with the aim of searching for the area with more abundant preys while 
hunting. In this case, the quantum rotation angle and quantum position of each quantum 
marine predator are generated as 

1 2

1
2 , , best , , ,1

, 1 1
3 , best , , 4 , , ,

( ),   {1,2,..., }

( ) ( ),   { 1, 2,..., }

t t t t t
i d r d d r d i dt

i d t t t t t t
i d d i d i d i d i d

c q u q q i M

c u q c u q i M M M

ξ ε
θ

ϖ ς ε ε

+
+

+ +

 ⋅ ⋅ − + − ∈ ⋅= 
⋅ − + ⋅ ⋅ − ∈ ⋅ + ⋅ +

  (16) 

1 2 1
best , , best , ,1

,
1 2 1

, , , ,

abs( cos 1 ( ) sin ),   {1,2,..., }

abs( cos 1 ( ) sin ),   { 1, 2,..., }

t t t t
d i d d i dt

i d
t t t t
i d i d i d i d

u u i M
q

q q i M M M

θ θ ε

θ θ ε ε

+ +

+

+ +

 ⋅ + − ⋅ ∈ ⋅= 
⋅ + − ⋅ ∈ ⋅ + ⋅ +

      (17) 

where 2c , 3c , and 4c  are impact factors, 2c  indicates the joint influence of elite predator and 
other quantum marine predators on the quantum rotation angle, 3c  and 4c  indicate the 
influence of elite predator and historical optimal quantum position on the quantum rotation 
angle; 1r  and 2r  are serial numbers of other quantum marine predators, 1 {1,2,..., }r M∈ , 

2 {1,2,..., }r M∈ , 1r i≠ , 2r i≠ , 1 2r r≠ ; ε  is control factor; 1
,
t
i dξ +  and 1

,
t
i dς +  are random numbers 

that obey standard normal distribution; 1
,
t
i dϖ +  is a random number that follows Levy 

distribution. 
If 2 max maxt t tτ ⋅ < ≤ , quantum marine predator population conducts predation based on the 

acquired prey information. The quantum rotation angle is generated as 
1 1 1

, 5 , best , , 6 , , ,( ) ( )t t t t t t t
i d i d d i d i d i d i dc u q c u qθ φ υ+ + += ⋅ − + ⋅ ⋅ −                               (18) 

where 5c  and 6c  are impact factors that indicate the influence of elite predator and historical 
optimal quantum position on the quantum rotation angle during the predation stage, 
respectively; 1

,
t
i dφ +  is a random number follows Levy distribution and 1

,
t
i dυ +  is a random number 

that obeys standard normal distribution, respectively. The quantum position can be obtained 
by (15). 

The updated position of each quantum marine predator can be obtained by (13). Then, the 
fitness value is calculated by the fitness function. Based on the memory saving rules in [29], 
we update the historical optimal quantum position of each quantum marine predator, the elite 
predator, and the corresponding global optimal quantum position of QMPA until the ( 1)-tht +  
iteration.  

3.2 Computational complexity analysis 
To evaluate the capability of the QMPA, in this part, we present the computational 

complexity analysis of the proposed algorithm. As shown in Section 3.1, the quantum position 
of each quantum marine predator is updated via the quantum rotation angles of exploration, 
parallel predation and exploration, and predation stages. For the -tht  iteration, we first need to 
determine which behavior the quantum marine predator population conducts, and then update 
the quantum rotation angles and quantum position according to the quantum evolution rules. 
The computational complexity of these process is (2 1)O M D⋅ ⋅ + . Next, the updated quantum 
position of each quantum marine predator is mapped into the corresponding position, with the 
computational complexity of ( )O M D⋅ . After mapping all the quantum marine predators, we 
calculate the fitness value by the fitness function and update the historical optimal quantum 
position and global optimal quantum position by the memory saving rules. The computational 
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complexity is (2 )O M⋅ . Finally, we can conclude that the computational complexity of 
QMPA is ( (3 2 1))O t M D M⋅ ⋅ + ⋅ +  after t  iterations. 

3.3 Process of QMPA-based Hybrid Resource Allocation 
In this section, we present the detailed implementation process of hybrid resource 

allocation based on QMPA (HRA-QMPA) in a secure IRS-assisted IoT network. Based on 
what we have discussed in Section 2, we aim to find appropriate transmit power of IoT 
transmitter and phase shift of each reflecting elements to achieve the best secrecy performance. 
Hence, for the proposed QMPA, the dimention of searching space of the quantum marine 

predator is 1D K= + , and min 0   dQ d= ∀ , {max max , 1
2π,   2,3,..., 1d
P dQ d K

==
= +

. As indicated in 

Section 3.1, the position of a quantum marine predator is corresponding to a feasible hybrid 
resource allocation scheme, that is, ,1 ,2 , ,1 ,2 ,[ , ,..., ] [ , , ,..., ]t t t t t t t t

i i i i D i i i i KQ Q Q P α α α= =Q . The central 
controller sends the phase shift information to the reflecting elements and the power 
information to the IoT transmitter. For the HRA-QMPA, (10) and (11) are considered as 
fitness functions for the maximization problems of secrecy capacity and secrecy energy 
efficiency, respectively.  

The implementation steps of HRA-QMPA are summarized as follows: 

Hybrid resource allocation based on QMPA 
1 Input system parameters of the secure IRS-assisted IoT network; 
2 Determine optimization problem; // select (10) or (11) for secrecy capacity or secrecy energy 
efficiency maximization, respectively; 
3 Initialize parameter settings of QMPA and the population of quantum marine predators that 
including quantum position, the corresponding position, and historical optimal quantum position; 
4 1t =  // the first iteration; 
5 Calculate the fitness value according to the specific optimization problem; 
6 Obtain the elite predator and global optimal quantum position; 
7 while maxt t≤   
8  if 1 maxt tτ≤ ⋅   
9      Update quantum rotation angles and quantum position through exploration by (14) and (15) 
10 else if 1 max 2 maxt t tτ τ⋅ < ≤ ⋅  
11    Update quantum rotation angles and quantum position through parallel predation and 
exploration by (16) and (17) 
12 else 
13    Update quantum rotation angles and quantum position through predation by (18) and (15) 
14 end if 
15 Obtain the position of the updated quantum marine predator by (13);  
16 Calculate the fitness value of the updated quantum marine predators; 
17 Accomplish memory saving and update the historical optimal quantum position, elite predator 
and global optimal quantum position; 
18 Set 1t t= +  ; 
19 end while 
20 Obtain the hybrid resource allocation scheme according to the global optimal quantum position; 
21 Output: The hybrid resource allocation result based on QMPA.  
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4. Simulation Results 
This section investigates the capability of the proposed hybrid resource allocation scheme 

based on QMPA in improving the secrecy capacity and secrecy energy efficiency performance 
of the secure IRS-assisted IoT network. Consider a sub-6G scenario as in [16], the noise power 
spectrum density is -174 dBm/Hz, and the system bandwidth is 10 MHz. We assume that the 
IoT is located at (0, 0), and the IoT receiver, the IRS, and the eavesdropper are located at (240, 
0), (120, 90), and (220, -50), respectively. As a result, we can obtain the distance between any 
two devices. The LoS component and the NLoS component are modeled by [12]. The path loss 
exponent of LoS link is set to 2.5 and the path loss exponent of NLoS link is set to 3.7. The 
operating power of the IRS is 0.5W. Unless specified otherwise, we set TIL = IRL = IEL = L . All 
results are the average of 200 Monte-Carlo simulations. 

4.1 Performance Comparison of QMPA 
Since there is no solution especially designed for the NP-hard problems (P1) and (P2), we 

adopt several benchmark schemes for comparison to verify the effectiveness of the proposed 
QMPA. Some classical methods including marine predator algorithm (MPA) [29], backtracking 
search algorithm (BSA) [30], differential evolution (DE) algorithm [31], particle swarm 
optimization (PSO) algorithm [32], artificial bee colony (ABC) algorithm [33], Dinkelbach 
algorithm [34], and half power-random resource allocation (HPRRA) scheme in [35] are applied 
for the hybrid resource allocation problem in the secure IRS-assisted IoT network. For the 
HPRRA scheme, the IoT transmitter broadcasts its signal with half the maximum allowed 
transmission power and the central controller randomly assigns the phase shift of each reflecting 
element of the IRS. For the proposed QMPA, we set 10M = , max 500t = , 1 0.1τ = , 2 2/3τ = , 

1 0.2c = , 2 0.25c = , 3 0.3c = , 4 0.1c = , 5 0.3c = , 6 0.1c = . For each quantum marine predator, 
all elements of the quantum position are randomly initialized between 0 and 1. Without loss of 
generality and fairness, the population size and the terminal iteration number of the above 
strategies are set to the same value of QMPA. The other parameter settings of MPA, BSA, DE, 
PSO, and ABC can refer to [29], [30], [31], [32], and [33], respectively. 

 
Fig. 2. Secrecy capacity versus iteration number ( 50K = , max 40dBmP = , 1η = , 1L = ) 
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Fig. 3. Secrecy energy efficiency versus iteration number ( 50K = , max 40dBmP = , 1η = , 1L = ) 

 
Fig. 2 and Fig. 3 are convergence performance comparisons of the proposed QMPA and 

other strategies with set the number of reflecting elements 50K = , the maximum transmit 
power max 40dBmP = , and the reflection efficiency 1η = . We consider both LoS and NLoS 
components with Rician factor 1L = . Though some classical solutions such as PSO, DE, and 
Dinkelbach algorithms are widely accepted for solving engineering problems, these 
algorithms are easy to fall into local optimum especially for the complicated optimization 
problems of (P1) and (P2). From the simulation results, we can find that Dinkelbach algorithm 
performs the worst among all solutions for the secrecy capacity maximizaiton. The reason is 
that Dinkelbach algorithm is one of the methods for solving convex optimization problems, for 
the non-convex, NP-hard optimization problems, it is difficult to find an appropriate solution 
for such method. For the HPRRA scheme, though it can achieve 1.82 bit/s/Hz for the secrecy 
capacity performance, it performs the worst on the secrecy energy efficiency. In order to 
improve the convergence speed and enhance the optimization ability, our proposed QMPA 
combines the merits of of quantum computing. Under different quantum rotation angles, the 
diversity of QMPA population is increased and quantum marine predators can quickly 
converge to the best solution through global information sharing. Hence, QMPA can achieve 
the best secrecy capacity and secrecy energy efficiency performance for the hybrid resource 
allocation in the secure IRS-assisted IoT network. When the number of iterations reaches 500, 
the secrecy capacity of the QMPA-based HRA is 3.26 bit/s/Hz, which is 0.48 bit/s/Hz, 0.6 
bit/s/Hz, 0.67 bit/s/Hz, 1.18 bit/s/Hz, 1.32 bit/s/Hz, 1.38 bit/s/Hz, and 2.18 bit/s/Hz higher than 
that of MPA, ABC, DE, PSO, BSA, HPRRA, and Dinkelbach schemes. 
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Fig. 4. Secrecy capacity versus maxP  with 20K = , 1η = , 1L =  

 

 
Fig. 5. Secrecy capacity versus maxP  with 20K = , 1η = , 0L =  

 

Fig. 4 and Fig. 5 investigate the secrecy capacity performance with maxP  varying from 
0dBm to 60dBm in two different conditions, i.e., both LoS and NLoS components ( 1L = ), and 
without LoS component (only NLoS, 0L = ). In the simulation, we assume the number of 
reflecting elements 50K =  and the reflection efficiency 1η = . The results show that the 
secrecy gradually increases with maxP  at first. When maxP  is over 20dBm, the secrecy tends to 
a constant value with the increase of maxP . By comparing the results of these two figures, we 
can find that the presence of LoS component can boost the secrecy capacity performance of 
the secure IRS-assisted IoT network. For QMPA, there is a 0.61 bit/s/Hz increase on secrecy 
capacity with 1L =  compared with that of 0L = . The results also indicate that QMPA can 
achieve the best performance compared with other schemes. 
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Fig. 6. Secrecy capacity versus K  with max 40dBmP = , 1η = , 1L =  

 

 
Fig. 7. Secrecy energy efficiency versus K  with max 40dBmP = , 1η = , 1L =  

 
Fig. 6 and Fig. 7 investigate the security performance with the variation of the number of 

reflecting elements of the secure IRS-assisted IoT network. In the simulation, we set 
max 40dBmP = , 1η = , and 1L = . For both secrecy capacity and secrecy energy effiency, we 

observe that the performance of all scheme increases with K . It is clear that a larger number 
of reflecting elements is beneficial to improve the channel gain between the IRS and the 
destination node. Moreover, the performance of the hybrid resource allocation based on 
QMPA outperforms that of other schemes in any K .  
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4.2 Impact of Different Parameters 
In this section, we discuss the impact of different system parameters on the performance of 

the proposed HRA-QMPA scheme. 

 
Fig. 8. Secrecy capacity comparisons under different η  with max {0,5,10,20} dBmP ∈  and 10K =  

( 1L = ) 
 

 
Fig. 9. Secrecy capacity comparisons under different η  with max {0,5,10,20} dBmP ∈  and 10K =  

( 0L = ) 
 

Fig. 8 and Fig. 9 investigate the impact of maximum transmit power maxP  and reflection 
efficiency η  on the secrecy capacity performance under two circumstances where 1L =  and 

0L = , respectively. It is observed that both secrecy capacity and secrecy energy efficiency 
can be improved with a higher reflection efficiency at the IRS. Since a larger maxP  will permit 
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the IoT transmitter to broadcast its signal with a higher power, it is clear that the performance 
of the proposed HRA-QMPA increases with maxP . The results also indicate the effect of LoS 
component. Take max 20dBmP =  as an example, when 1η = , the secrecy capacity under the 
condition of both LoS and NLoS components ( 1L = ) is 41.4% higher than that of only NLoS 
component ( 0L = ).  

 
Fig. 10. Secrecy energy efficiency comparisons under different K  with max 20dBmP = , {0.1,1}η ∈ , 

and {0,1}L∈  
 

Fig. 10 investigates the secrecy energy efficiency performance under different η  and 
channel conditions with max 20dBmP =  and K  varying from 20 to 200. The simulation result 
indicates that the secrecy energy efficiency is a monotonic increasing function of K  in all 
cases. It is clear that the transmission gain of a channel contains LoS component is superior to 
that only contains NLoS component. From the simulation, we also observe that a higher 
reflection efficiency contributes to a better performance of the secure IRS-assisted IoT 
network, which is consistent with Fig. 8 and Fig. 9. However, in most cases, the reflection 
efficiency is difficult to reach 1 due to hardware limitations. Moreover, too many reflecting 
elements may cause a waste of system resources. Hence, a proper IRS deployment is essential 
to achieve the communication reliability while promoting energy conservation in practial 
communicatin scenarios. 
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Fig. 11. Secrecy capacity comparisons under different maxP  with 10K = , 1η = , and 1L =  

 
Fig. 11 studies the secrecy capacity performance under different conditions with 10K = , 

1η = , and 1L = . From the simulations, we can see that the secrecy capacity of QMPA is the 
highest among the different conditions, which is 0.1 bit/s/Hz, 0.17 bit/s/Hz, and 0.50 bit/s/Hz 
higher than that of the conditions with random phase and power allocation, without IRS, and 
fixed phase shift with π/2α = . From the Figs. 2 to 11, we can conclude that our proposed 
QMPA can achieve the best performance in all conditions.  

5. Conclusion 
This paper has developed a secure IRS-assisted IoT framework and investigated 

transmission efficiency and security issues to achieve a better overall system performance. 
The expressions of secrecy capacity and secrecy energy efficiency are derived, which provide 
means for evaluating the security performance. A hybrid resource allocation scheme is 
proposed for promoting reliable, safe, and efficient transmission of the IoT system. To this end, 
QMPA is designed to achieve the rational allocation of system resources while lessen the 
information leakage by the passive eavesdropper. Simulation results indicate the 
high-efficiency and stability of the QMPA over benchmark solutions in different situations. In 
the future, it would be beneficial to incorporate the efforts of this work into massive IoT, smart 
grids, ultra-dense, and heterogeneous communication scenarios for further exploration. 
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